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Project 10: GridShield: Resilient Cyber-Physical Energy System
New Project 
Strategy: Which aspects of the Innovation Strategy are tackled with this project?
Digital solutions for the energy system / Cybersecurity
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Related Projects: None

1. Project Overview

· Abstract: 
Cyber-attacks on power grids have significant consequences and are considered severe threats due to their potential to cause equipment damage, load loss, system instability, and even widespread blackouts.
The objective of this project is to develop a resilient and cyber-secure future power grid by assessing and improving the power system's operational resilience to cyber-attacks. The project aims to use and modify an existing experimental environment using power grid digital twins and an Operational Technology (OT) cyber range (a simulated environment designed for cybersecurity training, testing, and research) to test and analyze real-time cyber secure functionalities for power grid operators, such as Intrusion detection and prevention or incident response and recovery. The project will specifically focus on adopting the power grid digital twin by modeling future grid scenarios with high amount of integrated decentralized energy resources to assess the impact of an expanded attack surface of the power grid on the power system's cyber resilience and develop practical solutions to address emerging challenges, such as identifying and addressing vulnerabilities in these new and interconnected systems. 

· Innovative Character of the project: 
The project focuses on the integration of cyber security considerations into a cyber-physical energy system. This integration involves combining the domains of information technology (IT) and operational technology (OT) to ensure the security and resilience of future power grids. The innovative aspect lies in the comprehensive approach to addressing cyber security challenges in the context of a dynamic and interconnected energy system.

Furthermore, the project utilizes an experimental environment and cyber digital twin (*Confidential*) technology to create a realistic and controlled platform for testing and analyzing cyber secure functionalities. This allows for real-time monitoring, situational awareness, and decision support capabilities. Therefore, innovative aspect lies in the integration of digital twin technology with cyber security assessments, enabling the evaluation and improvement of security measures in a virtualized power grid environment. This method is quite new as presented in multiple recent articles. 

The project places a significant emphasis on the development and utilization of artificial intelligent assistants and multi-domain human-machine interfaces, e.g. integrated dashboards or interactive visualizations. These technologies play a crucial role in enabling advanced coordination and decision support for power system operators and security operation centers.

2. Expected impact on the Belgian consumer

Describe the impacts that your project will have on the Belgian consumer. These can be qualitative and preferably quantitative where possible. Allocate the expected impacts into 3 categories: 
· Affordability: These can be cost reduction, FTE reduction, cost avoidance, etc. 
· Demand Response: The project's focus on secure flexibility, coming notably form decentralized assets (could be retail or industrial) and could therefore support the development of demand response mechanisms and the expansion of decentralized energy resources as a consequence. Consumers could be even more motivated to actively participate in managing their energy consumption based on price signals or grid conditions, potentially reducing their electricity bills. This empowers consumers to have more control over their energy usage and associated costs. This participation of the consumer is critical as, towards 2032, studies show that reserve capacity needs could even double. It is then estimated that an active participation of the decentralized assets could on the long term reduce additional adequacy needs (up to 250 M€/y).

· Sustainability: These can be responsible consumption, integration of renewables, corporate sustainability, safety of workforce, etc. 
· Resilient Energy Infrastructure: The project's focus on cyber security ensures that the decentralized energy system is protected from potential cyber threats. By establishing robust security measures and protocols, consumers can have confidence in the reliability and resilience of the energy infrastructure. This stability enables consumers to actively participate in the energy market who can generate their own renewable energy, monitor their energy consumption, and make informed choices about their energy usage. This empowerment can lead to more availability of flexibility and renewables assets and therefore a maximum auto-consumption of green energy.  

· Security of Supply: These can be reducing the number of outages, larger network, increased access points to the network, improved balancing of supply & demand, etc. 
· Enhanced Resilience: The project's focus on assessing and improving the power system's operational resilience to cyber attacks ensures the continuity and reliability of electricity supply. By strengthening cyber security measures and response capabilities, the project helps mitigate the risk of outages due to cyber incidents, ensuring a secure and reliable power supply for consumers. Calculating the exact likelihood of cyber attacks on the Belgian power grid and the associated outage costs is a challenging task due to various factors. The evolving nature of cybersecurity threats makes it difficult to predict specific attack scenarios accurately. Though, the EU acknowledges the importance of cybersecurity and continually works on improving the resilience of critical infrastructure. To calculate potential outage costs associated with the likelihood of cyber attacks on the Belgian power grid, assumptions need to be considered. Therefore, we use a cyber security risk reduction range of 1-10%. This represents a conservative calculation considering that cyber attacks would have a likely cascading and therefore widespread outage effect on the power grid. The table here below explains the high level estimate taking into account:

· The MWh at risk: grid situation with outage where N-1 (network back-up) is not ensured, multiplied by the risk of unforeseen switch off
· The value of lost load: 8.000€/MWh
· Reduction of MWh@risk by 1% and 10 % thanks to increased cyber resiliency
· The estimated potential cost avoidance benefit assessed on a yearly basis amounts from *Confidential*

		
3. State of the Art & Starting point Elia 

· Describe here the most recent stage in the development within this domain. This can refer to an academic paper or similar studies, technologies, ideas, or projects already implemented with peers or other industries.
*Confidential* has set up a technology center with state-of-the-art SCADA system and with digital twin representing parts of Europe’s electricity grid aiming at close to real-world testing of cyber secure functionalities for operators of the future.

· Describe how the project aligns with other (European) Initiatives such as TYNDP, REPowerEU, etc. 
Aligned with the strategic Vision of Elia (which is aligned with EU ambitions). 
More importantly, the project is supporting the cyber thread aspect which is an important point of the call for digitalizing the energy system launched by the European commission (see chapter 5 “Strengthening cybersecurity and resilience in the energy system” of the “Digitalizing the energy system – EU action plan”  eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52022DC0552 )

· What are the main risks & uncertainties to deliver this project successfully? 
Risk of data breaches, unauthorized access, or privacy violations while handling and analyzing sensitive data related topower systems and cyber security. 
Possibility of unintended consequences, propagation of attacks, or exposure of vulnerabilities beyond the experimental environment
Additionally, the creation of a cyber digital twin and power grid digital twin introduces its own set of challenges. This includes the inherent complexity of data interoperability, modeling the behavior of the power grid, and simulating the convergence of operational technology (OT) and information technology (IT). These complexities make it particularly difficult to develop an accurate and comprehensive digital twin.
· Where does Elia stand today? Where do we want to arrive? (link to Innovation Phase or TRL)
Elia has a robust cyber-security strategy in place to protect its centralized assets. However, it is currently important to address the resilience against potential attacks originating from the newly growing decentralized assets that are connected to Elia's system. This aspect presents a specific area that requires further attention and enhancement in terms of cyber resilience measures.
4. Hypotheses & Project Planning with Work Packages 

· Define the key hypotheses that need to be validated with this project

	N°
	Description hypothesis

	1
	New cyber security risks emerge as a result of the increased integration of decentralized energy resources in the power grid, necessitating their assessment and mitigation at the Transmission System Operator (TSO) level.



· Provide a roadmap with a description and timing of the work packages & key milestones
In the GridShield project Elia intends to leverage an existing experimental room from *Confidential*, which has been specifically developed to simulate close to real-world power grid scenarios with a focus on cyber security. The experimental room provides us with a controlled environment to model and simulate interconnected power grids, enabling us to accurately test and analyze cyber secure functionalities using power grid digital twins. By starting from this advanced experimental setup, the project can immediately dive into the crucial phase of experiment design and adoption of the experimental room focusing on potential future grid models with increasing number of decentralized energy resources leading to an expanded attack surface. Elia will assess the influence of decentralized energy resources on cyber security risks and develop potential solutions to enhance the resilience and security of the future power grid. We will leverage Elia's extensive experience, along already developed models on flexibility and consumer centricity in the future energy landscape. This will contribute to the robustness and accuracy of the experiment design and enable us to capture the complexities of the energy system and accurately simulate the behavior of decentralized energy resources. In a consequence, this incorporation of established knowledge will ensure that our model reflects real-world scenarios and provides meaningful insights for assessing the influence of decentralized energy resources on cyber security risks and developing potential solutions.
The project aims at building a demonstrator close to real-world conditions in an already existing lab and therefore targets TRL 4. 
The GridShield project includes 4 work packages.
The work packages are described below, including tasks and deliverables.
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Work Package 1: Stakeholder management, methodology and current state baseline
The first objective of WP1 is to align all internal and external stakeholders of the project and define the project and working methodology, communication scheme and scope of the project. We need to make sure we have a common understanding of the problem and align on the planning, objective and the commitment of the respective parties. Internal stakeholders can be Cyber Security, Physical Security, System of the Future, amongst others. External stakeholders can be research facility owner, technology providers, DSOs, amongst others.
Based on the project hypothesis and focus areas of the experiment, we will need to clearly define the boundaries of the project by specifying the scope of work. This may exclude aspects of cyber security other than TSO-specific considerations. This also may include only simplified future grid scenarios and models. 
The third objective of the work package is to establish a foundation for comparison between the current process of assessing and mitigating cyber security risks and the desired future state (to-be) that emerges from the experiment. By establishing this baseline, the project can effectively evaluate the impact of the experiment and measure progress towards achieving the desired cyber security objectives.
As a consequence of the three above mentioned objectives, the WP1 will define methodology, criteria’s, thresholds, constraints and objectives to allow the design of the experiment and it’s expected deliverables. 
Tasks:
· T1.1: Align all stakeholders and define together the project scope, communication scheme and working methodology
· T1.2: Define scope and boundaries of the project by determining the areas to be included and excluded from the project, considering TSO-specific cyber security considerations and the focus on DERs integration in future grid scenarios
· T1.3: Conduct an assessment and documentation of the current corporate process, tools and measured KPIs  for assessing and mitigating cyber security risks
Deliverables:
· D1.1: Stakeholder Analysis Report
· D1.2: Project methodology and communication plan
· D1.3: Scope definition document

Work Package 2: Requirements analysis and experimental environment setup
Work Package 2 focuses on analyzing the requirements to assess and develop cyber secure functionalities for operators of the future and setting up the experimental environment. This work package is essential for creating a realistic and controlled environment to simulate power grid scenarios and conduct experiments related to cyber security.
It involves several tasks aimed at gathering requirements, collecting and integrating relevant data (like historical power system data or cyber security threat intelligence feeds), configuring the experimental environment, validating digital twin models, designing the experiments (test case) and incorporating company-specific cyber security controls to ensure that the experimental environment aligns with Elia's cyber security standards and policies.
Potential requirements might be cyber security threats including attack vectors, vulnerabilities, and risks specific to TSO operations. Further potential requirements might be effective strategies and measures to mitigate the identified cyber security risks, monitoring and detection systems, incident response planning but also artificially intelligent assistants for automated detection, prevention and mitigation of cyber attacks
The work package 2 will further aim at defining and modelling the different scenarios to simulate various operational conditions and DER integration scenarios utilizing RTDS (Real-Time Digital Simulator) and PowerFactory analyzing the simulated electrical power system conditions. As a result the digital twin will represent the experimental design as two components: Power grid and digital processes such as the virtualization of OT systems and corporate IT. 
Overall, WP2 will be divided around 4 tasks:
Tasks:
· T2.1: Requirements gathering: Identifying and collecting the necessary specifications, needs, and expectations for the experiment related to the cyber security aspects of the experiment
· T2.2: Collecting, preprocessing and integrating data as well as company-specific cyber security controls presentative of the scenarios and conditions being studied. Connect to digital twin models and simulation tools
· T2.3: Experimental environment setup: Setting up the necessary hardware, software, and network infrastructure to create a controlled and realistic simulation environment
· T2.4: Test execution plan and parameters: Design attack scenarios and prepare Red/ Blue team exercise Define parameters, variables, and data to collect when testing the experiment design.

Deliverables:
· D2.1: Requirements analysis report outlining cyber secure functionalities for future operators
· D2.2: Experimental environment configuration documentation detailing the setup, configuration, and integration of hardware, software, and network infrastructure for the experimental environment
· D2.3:  Test execution plan document defining the attack scenarios, including Red/Blue team exercise scheduling
· D2.4: Custom python script to process data and perform simulations
· D2.5: Publication of an article regarding the progress of the project on Elia’s Group Innovation website 

Work Package 3: Experiment execution and evaluation 
Work Package 3 focuses on the execution of experiments (multiple runs of the same and different scenarios defined in work package 2) within the established experimental environment and the subsequent evaluation of the results. This work package aims to assess the behavior of the cyber-physical energy system, evaluate the performance of cyber secure functionalities, and gather insights to improve power system operational resilience to cyber attacks. 

The experiments will be monitored closely, ensuring that they align with the defined parameters and objectives. Work Package 3 plays a crucial role in the project by executing experiments, collecting data, and evaluating the performance of the cyber-physical energy system and the implemented cyber security measures. 

Within Work Package 3, several assessments and tasks are included to ensure a comprehensive evaluation. These assessments and tasks contribute to assessing system vulnerabilities, simulating cyber attacks, detecting and responding to intrusions, analyzing the impact on power system operation, and implementing measures to mitigate cyber attacks, such as:
· IT-OT vulnerability assessment
· Impact assessment of cyber attacks on power system stability, operation, and planning
· System resilience assessment through penetration testing and ethical hacking
· Dynamic security assessment
Red/ Blue team exercises comprise the following tasks:
· T3.1: IT-OT vulnerability scanning and assessment in the IT (Information Technology) and OT (Operational Technology) systems 
· T3.2: Conducting controlled penetration testing and ethical hacking activities to identify system vulnerabilities
· T3.3: Conducting real-time dynamic security assessments to evaluate the system's ability to withstand and recover from cyber attacks
· T3.4: Simulate recovery and mitigation of cyber attacks specifically targeting OT systems 
· T3.5: Monitoring and collecting data from a wide geographical area within the simulated electrical power system to detect abnormal behavior and assess power system dynamics
· T3.6: Simulation of cascading failures to test techniques and measures of stopping propagation and prevent widespread disruption to the power system
The deliverables of this work package shall provide tangible outputs in the form of reports, proposals, and documents that capture the assessment findings, recommendations, and implementation guidelines related to intrusion detection, power system stability, security monitoring, incident response, and OT system recovery in the context of cyber security.
Deliverables:
· D3.1: Intrusion Detection, Prevention & Response: A comprehensive analysis of the system's ability to detect and mitigate cyber threats in real-time 
· D3.2: Power System Stability, Operation and Planning: An analysis of the consequences of cyber-attacks on the power system's stability, operation, and planning

Work Package 4: Performance evaluation and solution development
This work package focuses on the performance evaluation of the cyber-physical energy system simulated in the experimental environment and the development of solutions to enhance its security, resilience, and operational efficiency. This work package aims to assess the effectiveness of the implemented cyber security measures, identify areas for improvement, and propose solutions to address any identified vulnerabilities or shortcomings. 
The tasks within Work Package 4 encompass a range of assessments, evaluations, and solution development activities to ensure a comprehensive analysis of the system's performance and the implementation of effective countermeasures. 
These tasks are:
T4.1 Performance Evaluation of the cyber security measures and system's response to cyber attacks
T4.2 Designing and proposing potential solutions, technologies, methods or similar to overcome potentially identified vulnerabilities or shortcomings
T4.3 Documenting the findings, recommendations, and proposed solutions in comprehensive reports.
T4.4 Presenting the results of the performance evaluation and solution development activities to stakeholders
T4.5 Providing detailed documentation on the implemented solutions, including configuration guidelines and best practices.
Deliverables:
· D4.1 Performance evaluation report
· D4.2 Solution development proposal
· D4.3 Documentation and configuration guidelines
· D4.4 Stakeholder Presentation summarizing the experiment design and results
· D4.5 Publications at conferences and as scientific paper
· D4.6: Publication of an article regarding the lessons learnt of the project on Elia’s Group Innovation website 

Potential next steps after project closure
After completing Work Package 4, there are several potential next steps that can be considered:

· Implementing the findings and recommendations derived from the experiment
· Launching further experiments to validate and verify different future grid scenarios and potential vulnerabilities
· Exploring the proposed solutions from the experiment analysis and delve deeper into the identified solutions, understanding their feasibility, and conducting pilot projects to assess their effectiveness in real-world scenarios

5. Deliverables 

Please complete the table below with an explanation and add project specific deliverables. 
	Deliverables
	Reporting
	Communication
	Implementation
	Expected Timing

	Work Package 1

	D1.1: Stakeholder Analysis Report
	x
	
	
	Q3 2023

	D1.2: Project methodology and communication plan
	x
	x
	
	Q4 2023

	D1.3: Scope definition document
	x
	
	
	Q1 2024

	Work Package 2

	D2.1: Requirements analysis report outlining cyber secure functionalities for future operators
	x
	
	
	Q1 2024

	D2.2: Experimental environment configuration documentation detailing the setup, configuration, and integration of hardware, software, and network infrastructure for the experimental environment
	
	
	x
	Q2 2024

	D2.3:  Test execution plan document defining the attack scenarios, including Red/Blue team exercise scheduling
	x
	
	x
	Q2 2024

	D2.4: Custom python script to process data and perform simulation
	
	
	x
	Q2 2024

	D2.5: Publication of an article regarding the progress of the project on Elia’s Group Innovation website 
	
	x
	
	Q3 2024

	Work Package 3

	D3.1: Intrusion Detection, Prevention & Response: A comprehensive analysis of the system's ability to detect and mitigate cyber threats in real-time 
	
	
	x
	Q1 2025

	D3.2: Power System Stability, Operation and Planning: An analysis of the consequences of cyber-attacks on the power system's stability, operation, and planning
	
	
	x
	Q1 2025

	Work Package 4

	D4.1 Performance evaluation report
	x
	
	
	Q2 2025

	D4.2 Solution development proposal
	x
	
	
	Q2 2025

	D4.3 Documentation and configuration guidelines
	x
	
	
	Q3 2025

	D4.4 Stakeholder Presentation summarizing the experiment design and results
	
	x
	
	Q3 2025

	D4.5 Publications at conferences and as scientific paper
	
	x
	
	Q4 2025

	D4.6: Publication of an article regarding the lessons learnt of the project on Elia’s Group Innovation website 
	
	x
	
	Q4 2025



6. Budget

*Confidential*

7. Partners

List (with bullet points) the partners that are involved in the project. These can be Universities, other TSOs, DSO’s, public companies, private companies, governmental agencies, etc.  

To be confirmed: 
In this project, *Confidential* most-likely serves as a partner and provides the real IT-OT infrastructure necessary for conducting the experiments. They utilize technology, specifically SCADE EMS for energy management, digital substations for data collection, and a control room as the front end for monitoring and control. Additionally, they utilize RTDS (Real-Time Digital Simulator) to simulate the power grid in real-time, allowing for realistic testing and evaluation of the cyber security measures and system performance.

The bilateral partnership with *Confidential* in this project would bring together the expertise and resources of both parties to advance research and development in the scope of the project. The partnership entails close collaboration between the project team and researchers from *Confidential*. 

The project outcomes, usage of results, data, and other deliverables remain exclusively within the involved partners. Elia may decide to collaborate on joint publications with *Confidential*.

In addition, there is the possibility to invest in the innovation project together with other TSOs or DSOs supported by *Confidential*.
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8. Allocated Incentive (to be completed by the CREG) 

The allocated Innovation incentive for this project is … € or … % of this year’s Innovation project portfolio
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