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2021 decision: Accepted  

Trends: Digitalization
Consequences: Digital tools and data use
Challenge: 1. Increase participation of flexibility sources from decentralized sources coming from electrification
Domain: 1.4 Manage market related data from and for market parties

Project-specific context 
Digitalization is accelerating over the last years, notably under the impulse of the recent pandemic which forces many companies to rethink their approach to digital solutions. This implies among others an acceleration of the migration of data to the Cloud. The energy sector is also concerned by such an evolution as it will rely more and more on data from smart meters, OEM’s such as electrical cars, heat pumps etc. Therefore, the use of cloud services for the organization of the energy system will become more and more necessary, in particular in operations. More broadly, there will be a continuous increase of the IT technology stack over the business technology stack in the years to come, as presented in figure 1.
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Figure 1 – Evolution of the technology stack of TSOs in the years to come

In parallel, the market of cloud services is currently highly dominated by hyperscalers (e.g. Microsoft). This dominance triggers questions about sovereignty of data in Europe, which is affecting many crucial domains such as mobility, industry 4.0, agriculture …
That is why under the impulse of Germany and France, the Gaia-X initiative was launched in November 2020 to provide a structural European answer to the dominance of US and China in the cloud space. 
Gaia-X consists in the development of new cloud service rules that will follow specific security, privacy or architecture rules that will be compliant with European data management principles and guarantee sovereignty as GDPR.
This will be materialized on 3 levels, as described in figure 2: 
1. A sovereign data exchange that will be based on a data space definition in different domains including energy. These dataspaces will set characteristics as data semantics, in order to enable specific use cases such as AI, IoT data exchange etc. The ambition of the Energy international data space will therefore be to establish new standards answering the need for flexibility, interoperability, security and availability of data. The answer to this will be the set-up of a trusted exchange place for data between organizations. This will lower the cost of access to data and therefore improve the quality of data-based solutions such as forecasting. 
2. The set-up of federation services (for computing, storage and network) defining the technical requirements and services necessary to operate the federated Gaia-X ecosystem. They ensure the highest possible security requirements and privacy protection but also innovative applications. 
3. A sovereign infrastructure that will be materialized by the construction of data centers in Europe, following the trends of the data center market guided by low latency, due to new applications as virtual reality or IoT. This will notably be supported by the EU through a specific IPCEI[footnoteRef:2] to incentivize the development of digital infrastructure in Europe and to which a specific call has been launched by Belgium.  [2:  Important Project of Common European interest] 
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Figure 2 – Gaia-X 3 dimensions: Data, Infrastructure and federated services

For a TSO, the role of data and its related infrastructure will also become more and more important, in particular due to the uptake of the role of decentralized flexibility like EVs, heat pumps or decentralized storage. For example, 10.000 fast chargers could represent the power of one nuclear reactor. The hacking of the back end of a major EV manufacturer could therefore have a major impact on the management of the network, and greatly destabilize or endanger it. Additionally, TSOs will need to rely on secure and performant cloud services in parallel of the physical communication network. 
Therefore the opportunity of having a sovereign data infrastructure and service is of major importance for Elia and other European TSOs. The opportunity of Gaia-X needs to be analyzed thoroughly to address the risk of lock-in from the dominant hyperscalers. 

That is why Elia is actively involved in the Gaia-X initiative:
A. Elia participates in the energy domain discussion. More specifically, Elia is an active participant to the European group of the International Data Space on Energy with the aim to shape the data space according to the need of the TSO, specifically with regards to identity and interoperability;
B. In that context, Elia is also participating to a call for project at EU level that will aim at testing the Gaia-X tech stack and the data space results. The test will most likely be integrated into a European project aggregating many different stakeholders (Engie, EDF, Atos...)
C. Elia is also leading the effort in Belgium with Agoria in order to mobilize the Belgian energy ecosystem and create transparency about the evolution of Gaia-X in energy at EU level;


[image: ]
Figure 3 – Organization of the Gaia-X working groups

The exact scope of the use case is not defined yet, but it will be related to: 
· The exchange of data for participation of EVs to the energy market;
· The use of data for the interface between DSO and TSO for congestion management when using decentralized flexibility.
When it comes to the sovereignty infrastructure, another opportunity for TSOs could be to co-locate some data centers close to substations. Indeed, one of the critical elements for any new digital infrastructure is the power connection which is de-facto present in the substation. Another major challenge is to find sufficient land for building the infrastructure which is also generally available close to the substation. 
Therefore a second part of the project could be to test the development of sovereign clouds based in the very close vicinity of substations. These cloud services could be used for hosting specific and critical energy activities. 

Project specific state-of-the-art/literature review
· Gaia-X policy rules edited in April 2021[footnoteRef:3] [3:  Gaia-X_Policy Rules_Document_2104.pdf] 

· Gaia-X Architecture edited in March 2021[footnoteRef:4] [4:  Gaia-X_Architecture_Document_2103.pdf] 


Expected impact for Belgium
The impact for Belgium will be first the sovereignty of data related to the cloud services for the management of the system. This will ease the set-up of new use cases requiring data exchange. The establishment of an energy dataspace will decrease the cost of accessing to data drastically enriching the amount of data available. This will certainly unlock new applications and improve the existing ones. For example, faster access to OEM data will improve the quality of load or flexibility forecasting , and therefore decrease the cost of sub-optimal flexibility activation that could impact the  bill of the final consumer. Another example could be a better understanding for the consumer of its energy use thanks to new and less costly analytics solutions that would be enabled through a cheap and flexible access to data. Knowing that an optimized consumption of energy could lead to a decrease of the bill by 30%, the implicit impact of an efficient energy data space is more obvious. If Elia is at the forefront of the development of the dataspace, it could push forward its roll-out in Belgium and derive quickly some benefit for its direct consumer as well as any end-consumer. 

The second implicit impact is that Elia will not be dependent on hyperscalers for critical applications anymore. This will bring more control of the cost and the way the data is handled. At least, Elia will have the opportunity to use cloud services that are compliant with the Gaia-X framework and therefore respect higher standards of transparency and security. It will also improve the independence from these classical cloud providers and increase the power of negotiation while guaranteeing a better security and sovereignty of data. 

Starting point for Elia
Elia is currently using cloud services for, mainly public cloud-based application. Among these, there are for the moment no sovereign cloud services, and we are using Azure Cloud notably for IoT. 
However, many applications are still based on local servers for security reasons and because of the need to be black-out proof. For that reason, the use of a sovereign Cloud would enable the shift of these critical applications to the Cloud and therefore benefit from more flexibility and scalability in the development.
· 
Uncertainties & risks
· The first uncertainty is whether the technology stack of Gaia-X will ultimately deliver a service that can compete with current, commercial cloud services;
· The second is whether Elia will be able to run a sovereign Cloud to secure its own services like flexibility data management.
· Another uncertainty is of course the development of the project itself. Indeed, Gaia-X and the related energy data space is a massive EU project involving hundreds of companies, which makes it very complex to navigate. Therefore the speed of the initiative itself will remain a challenge. 

Project description
The project will consist of 3 work packages:
· WP 1: Work group participation in Energy Data Space:  - from November 2020 to December 2022 (minimum): 
Participation to the workgroup Energy at Belgian and European level in order to understand and influence the evolution of Gaia-X for energy, and in order to make sure it meets Elia’s needs in term of cloud services. This will be materialized by the contribution to the discussions by an Innovation team member and the review of the technology evolution. 



2022 update:
Two team members of Elia are participating to the European Data Space group, leading notably the taskforce on the eco-system. 
The preliminary results of the group are:
· First version of the connector has been developed 
· A paper has been issued with the different use cases 
· A short list of additional use cases has been identified 
Practically, it took a bit of time to initiate the dynamic in this European consortium, which has now set its own governance for the integration of new participants.
For full clarity, the budget mentioned below (Consortium management) takes into account WP 1 effforts: representation in the Gaia-X Energy Data Space consortium and leading the stream for new use cases. This includes additionally the payment of the yearly Gaia-X participation fee.

· WP 2: Sovereign Cloud Test - from December 2021 to December 2022 (minimum): 
Potential test of sovereign Cloud linked to the Elia infrastructure. The technology is not decided yet (an option could be open stack). This will enable to set the infrastructure foundation for a secured private Cloud which could host critical applications. 

2022 update:
This has been paused in 2022, because the test of private cloud has been integrated into the Elia Digital Platform (EDP). Therefore, the testing is delayed by one year, to fit with the development timeline of EDP, consequently postponing WP 2 to H2 2023. It can be that in the future the development of this private cloud will be an opportunity to test the Gaia-X development.

· WP 3: License and consortium management 
This work package was integrated in the Omega-X and is therefore excluded from the Gaia-X description. That being said, the role of Elia participants in the consortium of Gaia-X Energy Data Space will also serve the exploration of new use cases, which could fit with a new WP 3 in the future.

Partners
· Gaia-X eco-system: the Gaia-X eco-system includes Cloud service developers such as Microsoft
· Energy Data Space companies (EDF, Engie, E.ON, Capgemini, Atos...).


Summary of project efforts in person months: per work package and per year
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