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 2021 decision: Accepted  
Trend:  Decentralized generation and new players, Digital Revolution
Consequences: New decentralized flexibility means, digital tools & data use, interface with new players
Challenge: Give access to decentralized flexibility
Domain: 1.2 Authentication of devices and activation 

Project-specific Context 
The energy ecosystem is changing quickly. In order to solve the energy trilemma (sustainability, affordability and reliability) a paradigm shift to a more complex energy system is necessary. While the old world was centered and monopolistic, the new world’s epicenter is decentralized and prosumer centric. With more decentralized renewables, the electrification of other sectors such as the transport and heating sectors and more interconnected markets, we can see the following consequences and challenges:
· More stakeholders and market participants
· More dynamic, uncertain, close to real-time markets
· More complex and granular needs.

In order to deal with those challenges Elia must act as a market facilitator. This includes building a decentralized platform ecosystem and ensuring the customer’s data sovereignty by using new technologies such as decentralized identification (DID) or personal online data storage (Pods). There are different use cases for this technology, which can be broken down into:
· Authentication
· Proof of Identity
· Generic proofs
· Consent management.

We want to foster innovation and lower entry barriers for new services. Data transfer between energy players is a suboptimal process requiring a lot of coordination. By defining a single point of truth on user side, we access the data directly from the end user storage and it allows us to be compliant for the next iterations of GDPR with less burden. Also, removing the current silos around the data will simplify the creation of new services and innovation for the consumer. So, the advantages will be highlighted when multiple new services will use the same data storage on the user space. Cyber security is a hot topic and by introducing a technology that would offer more effective authentication and proofs, we shield us from some future attacks.

We think this technology is of high importance because:

· Solid can be an enabler for realizing the consumer centric vision and enabling competition behind the meter as stated in the consumer centric market design paper. 
· Elia keeps its innovative image across Europe and will be seen as one of the first movers if this eventually gets worldwide adopted.
· Data will become even more important in the future, Solid could open new value streams for non-regulated activities.

In comparison to Project 8 (Blockchain) we focus on the use of Pods and combine them with the concept of decentralized identifier, verifiable credentials. 

Verifiable credentials
This technology allows to make any sort of claims that a trusted authority agrees to sign. These signed claims can be considered as a proof, because the verifier can read the content of the claim and be sure it has not been tampered. If he trusts the authority that signs it, he can be confident that it is the truth. For example, the claims can be an identity signed by an eIDAS identity provider, a car specification signed by a manufacturer, the homologation certificate of a smart meter issued by a DSO, etc. 
Verifiable credentials (VC) can also be used to authenticate on web portals. This authentication mechanism is password-less and offers much more security for the user and the portal. It allows also to sign documents such as contracts and consents linked to the real identity of the user.

DID
Decentralized identity, mostly written on blockchain, enables the user to create an identity that he owns. He can create new ones or reuse previous ones to sign contracts or authenticate to web portals, etc.
Combined with Verifiable Credentials, DID offer the ability to prove ownership of any type of asset, like a car or a smart meter.

Personal Online Data Stores (Pods)
A Pod can be considered as a decentralized storage, because the end user would own the storage and be able to switch from storage provider or even host it himself. The user can authorize a third party to read or write inside its private storage.
If multiple parties need to share data about a user, it can be easier to store the data at the user space enabling a de facto single truth and ease the compliance with the GDPR.

Project-specific state-of-the-art/literature review

A significant number of companies is currently implementing projects using DIDs, which underlines the importance and the high expectations for this technology. Some examples can be found here:
· In Utah, USA, the government is currently implementing a digital driver license using a DID. 
· Microsoft is creating an SDK connected to their "Azure active directory".
· Multiple startups are working on the topic, like EWF, DigitalBaazar and many others.
· W3C (The World Wide Web Consortium) is an international community where Member organizations, a full-time staff, and the public work together to develop Web standards) have released multiple normative documents about DID and VC.

While DIDs are already well known and implemented by a broad number of companies, PODS are a newer technology. Nevertheless, the potential is tremendous since they enable the self-sovereignty of the customer when it comes to storing and sharing their personal data. Instead of giving the data to a company and trusting this company not to sell the data to a third party, users can just provide (temporarily) access to their data, which is still stored in their PODS. Additionally, they can update the information easily for all parties that have access to the data and even revoke the access as soon as a company no longer needs to be able to read the data.  Providers of this technology are:
· Confidential

Expected impact for Belgium

The cost of personal data management and the onboarding of new clients will increase for all companies in Belgium and Europe. Therefore, we need a way to scale the processes and limit the costs of implementation. Below some reasons why DID will be an enabler to manage these constrains:
· DID allows to put the data in the hand of the end user, leaving our applications stateless, they become GDPR compliant by design.
· Pods serve as a secure data vault and will store sensitive data. Instead of putting them in the hands of companies, users remain in full control.
· DID allows physical devices to prove their identity and operate according to a defined policy.
· DID allows users and devices to authenticate on our applications without the need of interactive password prompts (with increased security).
· DID allows users and devices to prove claims that we will be able to trust (based on the issuer authority), like identity, flexibility capabilities, give consent, etc.

A direct impact of such implementation is the reduction of know-your-customer processes in B2B and B2C business. Moreover, data that is required for new service providers will be available to anyone (if the consumer agrees) and trustable due to cryptographic signatures of the data issuer. Finally, it will change the way consent management is handled. With DID, Pods and smart contracts, consent management becomes transparent for all participants. This could then offer an efficient solution to bring security and the GDPR compliance for the handling of consumer energy data. 

Starting point for Elia
As part of the blockchain initiatives at Elia, we already gained knowledge and experience with decentralized identifiers for IoT devices (see Project 10), e.g. for electric vehicle integration. As a result of these initiatives and through interaction with stakeholders, Elia realized that self-sovereign identity management for citizens as well as secure date management is a key trend and technology for the coming years with significant consequences and potential. To better understand the technology, we already conducted workshops with Confidential to assess the potential and identify project partners.

Uncertainties & risks
We have identified the following uncertainties and risks:
1. Handling of data: It is unclear how different kind of data types (meta data vs. metering data) can be stored, saved and accessed through API and protocols. 
2. Connection of DID and data vaults: We must test how a DID based identification system can handle data vaults and vice-versa.  
3. Consent management: Since the user will be in control of its data, consent management processes are required. It is still unclear where this consent is given, and which IT system will be responsible. 

DID:
· DID are indeed well known and technical evaluations are very mature. Nevertheless, the application of DID and (decentralized) verifiable credentials are not applied in any process in the energy sector (as far as we know). The technology still needs to gain reputation, training and demonstrators to be fully understood. An application of the technology only works if a broad number of companies understand the potential and agree on a standard. The risks in terms of technological capabilities are rather low compared to PODs, but the challenge is to get the technology applied.
PODS: 
· Solid technology promises to be an enabler for many future use cases such as Exchange of Energy Block or NEO. Our first analysis showed that the technology is currently not ready for production use in its decentralized format.  Solid is a specification of standards, not a specific implementation. But the current state of Solid specification is draft. This implies that the technology implemented today does not have stable constraints and the communities are looking for the best constraints and features to introduce in the technology. The fact that the specification is still in draft form alone demonstrates that the technology and its ecosystem are in their infancy and that there is a long way to go before we can use this technology in production (out-of-the-box).  
· In the long term, it has the potential to facilitate interoperability and data exchange between energy players, which will increase innovation and competition in the sector.  Moreover, the user will play a central part in such a technology. Important benefits are expected, such as the ease of migrating from one service to another thanks to the possibility of changing data access authorizations. The user will also have greater transparency as to how their data is exchanged between energy players.  The potential of this technology will not be realized without strong cooperation between the different actors who will need to agree on common definitions, formats and structures for the storage of energy data. 


· Success criteria:
· Demonstrate the interoperability of data between PODS be developing interoperability specifications.
· Authorization of PODs in the energy ecosystem and for specific applications.
· Demonstrate that sensitive data (e.g. metering data) can be stored in the POD and that Elia can set up queries to retrieve this data. 
· Demonstrate that client-side queries are efficient with the data interoperability specification in place.
· Demonstrate that we can guarantee the authenticity and integrity of the data.
· For the last point on data integrity, verifiable credentials are required. Ideally in a decentralized system based on DID. But this is not necessarily required since verifiable credentials can use centralized structures as well. Hence, the project would still be a success also without the application of DID/blockchain.

The link between this project and project 10 (blockchain)
· In project 10 we focus on DID and the new moonshot exercise, and want to combine different technologies in a complex use-case (Charging a Belgian EV at a public charging station in Berlin with a roof-top PV plant installed in Belgium).
· For this moonshot we will use the results of the Confidential project, where we also see a large potential for Solid PODs (to store the metering data, give consent, provide the responsible supplier).
· If the Solid POD can provide the criteria mentioned above, we want to use it also for the moonshot of project 10 as a secure data storage and for consent management purposes.

Project description
Elia aims to demonstrate the feasibility and the advantages of those two technologies, DID and PODs, in the energy sector in a proof of concept (PoC) that uses Confidential, respectively the moonshot described in Project 10, as a practical use-case. Confidential is an initiative of Elia to allow consumers with a PV panel and a smart meter to exchange energy with their peers across balancing responsible parties and suppliers (link). The project is based on the consumer centric market designed (link).

The goals of this PoC are to integrate the following points in Confidential respectively in the moonshot presented in Project 10:
· Demonstrate a decentralized registration process combining user DID and data vault.
· Implement a DID-based consent management process for participants to accept data sharing.
· Implement an on-chain user registration process eventually with an identity validator.
· Store data in PODs.
· Create a query to receive data from PODs.

Work Packages:
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WP 1: Infrastructure January 2022: 
· Set-up of PODs either at Elia’s premise.  
· Understand how to write and read information from the PODS.

WP 2: Generic Proofs 
· January-March 2022:
· Develop a set and an applicable logic of verifiable credentials (VC) to create Linked Data. See step 1, 2 and 3 in above figure.
· Linked Data are the key develop cross-sectoral interchange i.e. to enable interoperability.
· Verifiable credentials can work with or without blockchain. In case complexity is manageable VC are signed with DIDs of the entities. Energy Web Foundation offers an open-source tool (EW Switchboard) to support the creation.
· The data vault will be used to store the credentials (see step 2 in above figure).

WP 3: Use-case
·   March – August 2022
· Embed the infrastructure and VC in confidential and/or the moonshot (see Project 10).
· Following information are provided through PODS:
· Metering data
· EAN code of the head meter
· Energy Supplier.
· Test a decentralized consent management for Confidential/Moonshot.


2022 update:
After the initial planning in 2021 the scope and work packages changed to the initial plan which is mostly because of the low maturity of the technology. Instead of being able to set-up Pods and test the integration directly as planned in WP 1 and WP 2 we firstly need to better evaluate the technology. Only if we can identify a relevant business case for the technology we will conduct a proof-of-concept. 

Furthermore, we collaborate with consumer centricity team (see Project 5: Consumer Centricity). The initiative has the following scope:

WP 1: Scoping & selection of supplier (May – August 2022)
· Project scoping and development of an RFP
· Selecting suppliers and service provider.

WP 2:  Benchmarking (August – September 2022)
Describing how the Solid ecosystem can created value in the energy sector and the energy transition compared to existing and future alternatives. Elia Group wants to use this information to get into discussion with internal and external stakeholders. 
For this Elia Group will conduct the following task together with the consultants:
· Provide an overview of current initiatives on EU level linked to the Solid technology
· Present an understandable value proposition towards consumers & energy service providers
· Estimate the value of Solid technology for Elia Group and in a wider sense for the energy sector
· Definition of energy use cases and benefits of Solid in the energy sector.

WP 3: Use case definition (September – October 2022)
In work package 3, Elia Group does an in-depth analysis of what Solid can offer in a consumer centric system with a more active consumer. For this Elia Group performs the following task together with the consultants:
· Definition of energy information to be stored within Solid Pods (like dynamic data, static data, semi-static data) and where these data are currently stored in the Belgian  energy sector (like Atrias).
· How can Solid and the SSI technology create synergies (can they create synergies, how do they overlap).
· How can Solid be integrated in the different processes identified in the consumer centric market design (assets management, consent management, enable data sharing, etc.) and how would it improve and interact with the current energy IT system landscape.
· Besides consumer centricity, how can Solid improve the core business activities within the customers department (with frequent interactions towards HV consumers, BSP, BRP, suppliers).

WP 4: Validation, testing and proof of concept (October 2022 – December 2023)

In WP 4, Elia Group present the findings of the previous work packages to some external stakeholders to capture their feedback on the value of Solid.
· Discussion with external stakeholders presented by Elia Group with the value proposition and use cases created in WP 1 & WP 2.
· Creation of some mock-ups of potential user flows to guide the process.
Test the mock-ups with the users and get their feedback to validate the value proposition. Elia Group will foresee a UX profile to support this exercise for capturing the feedback of the users.

Based on the results of WP 2-4 we will decide if continuing with SolidPod makes sense for Elia Group. Since the government of Flanders is supporting this technology, we see possible synergies to develop an “energy Pod”. The decision will happen only after WP 1-3 are completed. 

If successful we start scoping the proof of concept, which could e.g. contain:
· Develop one of the use cases identified in WP 3 together with an external partner (e.g. with an energy supplier or flexibility service provider).
· Apply the SolidPod to 5-10 test users e.g. in NEO project or in the moonshot.
· Collect data over 1 year in a Pod.
· Test access management (consent management) workflow between user, Elia and the service provider.
Once we decide on the scope a detailed time and resource plan will be provided as well.


Deliverables:

For WP 1-4 a report will be created, containing:
· A value proposition for Solid in the energy sector with focus on Elia Group
· Benchmarking inside and outside the energy sector
· Analysis of the different data types included in a Solid pod 
· Analysis of how SSI and Solid can interact in a consumer centric system 
· Feedback on external stakeholders on the value of Solid and SSI 

The outcome of WP 4 is a concrete proof-of-concept implementation plan:
· Scoping planning document
· Definition of the testbed
· [bookmark: _GoBack]Selection of data types
· Duration of data collection
· Resource planning document
· Time & resource planning
· Potential project partners inside and outside of Elia Group.

Potential Partners
Confidential


Summary of project efforts in person months (by work package and by year) 
Confidential
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