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2021 decision: Accepted
Trends: Digital revolution, decentralized generation and new players, supranational coordination
Consequences: New decentralized flexibility resources, interface with new players
Challenge: 1. Increase participation of flexibility sources from decentralized sources coming from electrification
Domain: 1.2 Apply scalable process for authentication of devices and activation

Project-specific context 
· The coming decades will see a huge increase in behind-the-meter installed capacities connected to the internet and investments in decentralized energy resources. With the battery prices decreasing, not only home storage installations are expected to increase, but also electric vehicles (EVs). By 2030, it is anticipated that there will be 33 million of EVs on Europe's roads. In parallel, as energy system is starting to digitalize various services for customers using artificial intelligence and mass data analytics will be developed, meaning that easy access to such data will be required.
· Over the next 10 years, it will be vital for Elia to draw on the potential provided by decentralized flexibility (heat-pumps, batteries, EVs, etc.) to balance the grid and ensure its security, given that such resources will need to account for at least 5 GW of balancing power by 2030. This will be largely because of the absolute increase in errors in intraday/day-ahead generation forecasts due to renewables. 
· However, if we continue operating the system as we do today, this would mean that asset and customer information would be fragmented across multiple siloed systems, often remaining invisible to grid operators and therefore unable to reveal its full potential. Above all, the separated management of the data will make transparency and trust very difficult to verify. 
· In parallel, the process of introducing new flexibility to the ancillary services market is currently not scalable because of the many bilateral interactions it involves (verification of the status, installation of a meter, pre-qualification tests, etc.) which will result in a highly costly process if no change is applied to the current practice. 
· As we will be shifting from a portfolio of dozens of flexibility resources to one of hundreds of thousands of such resources (albeit small), Elia must provide a scalable secure way to qualify decentralized assets and to ensure/verify the activation of these assets delivery monitoring), given that introducing flexibility in a conventional way would drastically increase OPEX costs and kill any business case for decentralized flexibility. 
· The aggregation will of course happen at market level but as adequacy and the grid balance are a TSO responsibility, Elia needs to guarantee that at any time the required flexibility (whether aggregated or not) will actually be available and if not, Elia needs to quantify the lack of availability so that penalties can be applied accordingly. 
· Therefore, Elia is looking into how to create trusted decentralized digital identities based on self-sovereign identifiers for the decentralized assets that could then be used to authenticate any resource and validate the relevant activation (delivery monitoring) and potentially even payment. The status of each identity could be shared with other system operators to optimize the use of decentralized flexibility and provide access to the devices to multiple services (if the user agrees): balancing, market arbitrage, DSO congestion, P2P trading, proof of origin and use, etc.
· The technology comes with another promising benefit, in that it gives full control of the device to its owner who can easily give any service provider his or her consent without losing control of his/her data.
· As the blockchain is, by design, decentralized and trusted/ secured, Elia is looking into how this technology could facilitate the creation of a digital identity for the ancillary services market that could interface with the TSO system and could also be used for other market purposes. 
· The project will also assess the feasibility of implementation, interfacing with legacy systems and the level of trust in blockchain technology for the primary and secondary reserve market (to be confirmed).
· Since, in the future, electric vehicles are expected to become a major source of flexibility, accounting for several GW if we consider the whole fleet of connected cars , Elia has decided to apply its first test to e-mobility. 
· In an initial phase, the goal of the project will be to test (including hardware components), if possible, the introduction of EVs onto the ancillary services market. After that, we could also consider the rest of the value chain of flexibility management: activation, validation, settlement, and payment. As presented in project 18, this use case could also be used as a testbed for Gaia-X the European cloud. More details about this initiative are presented in project 14. 
· As a result of this project Elia is looking at decentralized identification in combination with secure data vaults for citizens as well (see Project 13). The project benefits from the learnings about DID and includes the concept of personal online data stores (PODS).
Project-specific state-of-the-art/literature review
· Elia contacted the Energy Web Foundation (EWF) as a strategical partner and had discussions with various players active in the blockchain ecosystem having experience of running proofs of concept on decentralized flexibility in the past two years:
1. Austrian Power Grid (APG) is collaborating with the Energy Web Foundation with a view to connecting 1 million decentralized energy devices to a flexibility market based on the decentralized identifier (DID) concept.
2. EnBW, a German energy supplier, developed a white paper describing a blockchain-based authority model to introduce decentralized energy resources (DER).
3. TenneT already runs projects with Sonnen batteries to use the devices for balancing purposes and congestion management. Moreover, together with Vandebron, they connected electric vehicles to the balancing market.
· The aforementioned TenneT initiative gave birth to Equigy, which aims to provide a cross-TSO platform to manage flexibility. It mentions the use of blockchain technology to log energy transactions, but no information has been found regarding the specific application (which data and when). Also, the concept is based on a private blockchain closed to the consortium of TSOs while the current project is targeting the use of a public/semi-public blockchain that is also open to other market players such as DSOs. 
· Alongside this, all larger vehicle manufacturers are discussing and testing DID solutions for autonomous driving. Bosch and Daimler Trucks are already implementing blockchain wallets in cars and trucks and is testing the solution with a view to using it to pay for parking services, etc. Daimler Mobility set up a Mobility as a Service platform that uses trust through DID to offer a seamless mobility experience and customer-friendly payment services. 
· Therefore, Elia is aiming to test the application of DID for pre-qualification as well as for delivery monitoring. This can be seen as an initial step in the process of giving the power sector access to energy IoT devices with DID. 
Expected impact for Belgium
· Assuming that the use of a trusted decentralized ledger could accelerate the registration of new flexibility resources and the pre-qualification test from 2.5 days in total (registration, consent mechanism and pre-qualification test) to 0.5 days and that in the future we will have millions of decentralized flexibility means active each day, the use of a blockchain-based solution to onboard DER means, monitor the delivery (or to give a tamper proof record) could avoid an increase in back office of 12 additional people internally (purely theoretical calculation). 
· In the future, the use of a blockchain-based DID could facilitate the convergence of different sectors by linking the energy-market identity to other identities (mobility, consumer, industry, etc.) and vice versa that could then facilitate new optimization based on better exchanges of data and greater insights. 
· The blockchain-based solution could also facilitate exchanges between the market players and create transparency regarding the cross-cutting use of flexibility.
Starting point for Elia
· In 2019, Elia concluded an initial proof of concept with Settlemint and Actility regarding the development of a flexibility exchange platform using blockchain technology. This project showed that blockchain technology could easily be used to store trusted data in a shared ledger and quickly create a common platform for the use of flexibility. The whole project was carried out in a closed environment without direct interfacing with flexibility, the related hardware, or the Elia’s legacy system. That’s why these proof of concept still left many hypothesis to verify, especially when it comes to the implementation of digital identity or the physical integration. 
· For this reason, the goal of the project here will be to gain more understanding of the application by integrating directly with flexibility resources and delivery monitoring and prepare the concept of pre-qualification tests. 
· Several companies are showing interest in participating to the PoC which is a clear indication that the topic is of high relevance.

Uncertainties and risks 
· The main risk is the interfacing between the blockchain technology, the connected hardware, and the TSO legacy system which is highly complex to handle. 
· Another uncertainty relates to the performance and the cost of the transaction for each item of data stored on the blockchain. Linked to this is also the issue of the type of data stored on the blockchain as du to the immutability and cost of storage, only relevant data will be stored on the blockchain. 
· Another assumption to be validated concerns the immutability of data on the blockchain. 
· The highest learnings would be achieved with the participation of car manufacturers or suppliers of automotive technologies. At this point in time collaborations are discussed but no contracts signed. Alternatively, the PoC can be done software based (simulations) or with microcomputers simulating real devices.
· The most important lessons would be learned if automobile manufacturers or suppliers of automotive technologies were to participate.
· The input from car manufacturers also serves as a reality check. Since OEM are naturally trying to keep identities internally and are careful with regards to decentralized systems. The concept might need to adapt in order to test and validate a relevant solution.
· Finally, as data will be immutably stored on the blockchain, the question of GDPR compliancy needs also to be validated/ assessed.  
Update 2022: 
· Success criteria: It is difficult to define hard success criteria for scalability, immutability and transparency because the technology is evolving quickly. We learned already a lot on the 3 three topics, but it would be a mistake to define hard success criteria for blockchain technology. Instead, we need to understand how and for what use cases it makes sense to use it.
· Integration: Integration of DID and VC in legacy software (running on Elia Group server). This would be a huge step forward since most blockchain and SSI applications run on servers that are not integrated. 
· Performance / salability: We already see today that blockchain evolves quickly with regards to performance and transaction costs. Blockchains differ from each other in terms of performance, security, etc. For our current use cases, we do not consider this as an issue anymore. There are new concepts under development that consider an ecosystem of blockchains with one main chain and several para-chains.
· Transparency: More important is the principle of data minimization and transparency. For SSI and DID, blockchain is not necessarily required but very helpful when it comes to a revocation registry (e.g. is a VC still valid?). Here again different use cases require different technologies. At the end of our project, we can make a statement about the pros and cons of using blockchain for SSI.
· Adaptation and Standardization: Especially with regards to SSI, standardization and adaptation is key. The development is done by bodies such as W3C. This is still under development and out of the hands of Elia Group. This technology will only be successful if larger consortia / industries apply these standards. 

Project description
· The project focuses on how Elia can access decentralized energy resources and verify the delivery flexibility from these new flexibility means. In this case EVs have a very important potential, for ancillary services for which digital identities will facilitate their introduction (identification, pre-qualification) and verification of delivery.
· Elia aims to answer the technical and market questions related to the use of digital identity, embedded in a blockchain, for introducing decentralized flexibility and delivery monitoring:
On the technology side: 
· First of all, there is the compatibility of authentication options with the high security standards of market communication processes. This includes elliptical curve encryption standards and the protection of personal data. 
· The latter is linked to the challenge of having a transparent decentralized system based on blockchain technology on the one hand and GDPR requirements under which personal data must be protected on the other hand. 
· An efficient identity management system is required to connect entities and verify information. Information such as technical skills, capabilities, and ownership information (DID document) need to be vetted to make reliable statements about the asset behind the digital identity. At the end, such a solution needs to prove its worth compared to centralized solutions in terms of availability and reliability. At the same time DID owners needs to be protected. With technologies such as zero knowledge proof, DID owners do not have to expose all private data to service providers who at the same time have sufficient trust to offer services.
· Various technical solutions to build DID are available. The goal is to increase understanding of these options and their applicability.
· For authentication, the following options (for each option potential partners are identified) will be considered in the project:
· Cryptographic chips (firmly integrated and with built-in wallets - Riddle&Code) ; 
· Cryptographic SIM cards that are integrated into cars (confidential);
· Physically unclonable functions (PUFs) or unique fingerprinting solutions provided by microchips hold out the prospect of software-based identification without the need for any hardware to be involved;
· Authority models in which OEMs authenticate their cars by means of a hierarchical validation process based on smart contracts (developed by EnBW). This solution could be combined with PUFs.
· Due to a lack of in-built cryptographic elements in vehicles or charging stations focus was set on the software architecture. PUFs are not considered anymore but in-built wallets from Riddle&Code are still under investigation.
· On the market side:
· The project aims to validate the scalability of pre-qualification at manufacturer level with an embedded digital identity at vehicle level.
· It also analyzes the prequalification process at Elia and assesses efficiency gains by digitizing the process. Even new ways of PQ might be discovered. Today’s processes are optimized for larger power plants which does not mean that these processes should be applied 1:1 to more decentralized devices.
· The initial proof of concept already showed that 80% of the steps involved in changing suppliers can be skipped thanks to the use of blockchain technology to forge decentralized trust via DID. What is special about electric vehicles is that their location changes and with it, the balancing responsible party (BRP). Current market processes do not provide an off-the-shelf solution for this 'roaming' issue.
· Proof of delivery becomes crucial if small flexibility devices reach larger shares. Automated processes with verification on a blockchain promise trust and scalability.
· This is a first step in integrating devices with DID into the power system. Use cases can be expanded to cover congestion management ('redispatching'), adequacy planning, e-roaming, wholesale market trading, etc.
		
· Approach: Elia will team up with the Energy Web Foundation to develop the blockchain application and aims at winning partners such as manufacturers, technology providers (crypto-chip provider, mobility service provider, etc.), or other market players (CPO, MSP, suppliers, TSOs, DSOs, etc.) to develop an end-to-end delivery monitoring and pre-qualification process using blockchain technology.
Since the start of the project many new possibilities to use this technology have popped up. The potential of decentralized identification is still enormous and will be applied in what we call a “Consumer Centricity Moonshot”. In this moonshot Elia Group wants to demonstrate the technical capability to electric vehicle charging at any location in Belgium and Germany with home-generated roof-top-PV electricity. This moonshot combines different ongoing initiatives within the Elia Group:
1. Peer-to-peer trading of excess PV energy between customers (see here)
2. Supplier switching processes at public charging stations (“bring your own supplier”)
3. Cross-country, granular certificates of origin (green charging)
4. Decentralized Identification of assets
In order to charge a car at any public charging station with self-generated electricity, specific user information are required. This information contains:
a. The responsible supplier (respectively the service provider that settles with own PV generation)
b. Consent to participate in a supplier switching process
Both information are ideal use-cases to test the functionality of decentralized identifier. The solution is powerful since it would allow the supplier to directly interact with the vehicle’s identity. It can assert a claim to the DID so that third parties can independently verify that the vehicle is covered by this specific supplier. The same is true for the user’s consent to participate in that system.
Update 2022: The scope is still in line with the plan.
The use-case is reflected in the below described working packages. For all use-cases (balancing power, green charging, supplier switching, smart charging) it is required to allocate the charging process to the portfolio of the BSP/BRP/supplier. Our activities will focus on extracting a charging process which is the basis for all flexibility use-cases. Hence, the scope and goal are still very similar to the initial idea but instead of focusing on balancing power, we pivot towards green charging.

· Work packages and timing (M = month)
1. WP 1: Project scoping and selection of partners 
i. Feb. – Mar. 2020: Project scoping and strategic alignment; market research, interviews, and exchanges with industrial partners (Daimler Mobility, Bosch, Share&Charge, EnBW, EWF, Hubject, etc.)
ii. Apr. – May 2020: Tendering and selection of a strategic partner 
iii. Jun. 2020: Mapping of the pre-qualification process (FCR, aFRR, mFRR) and stakeholders
iv. Jun. 2020: Project scoping with the strategic partner in the form of a 'kick-off' workshop with the marketing and communication departments 
v. Jul. 2020: Final project scoping and selection of an industrial partner
2. WP 2: Designing of a blockchain-based pre-qualification/delivery monitoring process and development of the blockchain framework 
vi. Jul. 2020: Designing and modeling of the existing PQ process/delivery monitoring (FCR, aFRR/mFRR) to be applied on a blockchain basis. Update 2021: PQ process successfully implemented and tested, delivery monitoring under development (see WP3)
vii. Jul. 2020: Development of a concept for the blockchain framework by assessing the applicability of existing open source solutions and protocols (i.e. Open Charge network, communication and DID standards, etc.). Update 2021: all done
viii. Aug. – Oct. 2020: Development of the blockchain framework and definition of DID specifications. Update 2021: all done.
ix. Summary 2021: 
1. We selected the OpenChargeNetwork as the interface to the mobility sector. 
2. We developed a client software that enables the creation of DID for mobility service provider active in the OCN.

3. WP 3: Creation of DID and connection of the hardware 
x. Oct. – Dec. 2020: Establishment and testing of the connection of DID embedded in selected hardware solutions. Ideally use cars fitted with wallets to create, adapt, and communicate DID. This will go hand in hand with the testing and selection of communication options (Wi-Fi, 4G, charging pole infrastructure).
xi. Update 2021: Before the integration of hardware wallets, the DID has been implemented as a cloud solution. A decentralized registry has been built based on the open charge network. Moreover, a software has been developed that allows the creation of decentralized identifier for electric vehicles. The registry allows the interaction with the vehicles and charging stations DID. It allows OEMs to add trusted and verifiable technical information to the vehicle DID. These information is used for a pre-qualification claim.
1. July 21: Implement DID client in vehicle and display DID in EVMI Registry
2. August 21: Onboard charging station with DID into EVMI Registry. Register charging point operator as CPO in Open Charge Network

4. WP 4: Test pre-qualification and delivery monitoring
xii. Jan. – March 2021: Implementation of a simplified flex activation and a delivery monitoring on blockchain
xiii. Jan. –Mar. 21: Automated registration of devices and PQ tests. On-chain validation of PQ by Elia Group and integration of PQ certificate in the DID document of the device.
xiv. Update 2021: A simplified PQ process has been implemented. The process covers the request for PQ by OEM as well as the attestation of a PQ into the DID document. 
1. June 21: PQ process has been successfully tested on the EVMI Dashboard. Our partner OEM requested a PQ Claim which we can cryptographically sign.
2. September 21: Field test with DID equipped EV and charging station for delivery monitoring. The charging session will be transmitted to the EVMI Dashboard and is available to Elia Group or other authorized players.

5. WP 5.1: Supplier switching and end-to-end settlement
xv. Mar. – Oct. 2021: Definition of technical requirements of a balancing power activation process in real environment, or more specifically, how devices with DID can bid automatically on the balancing market. Assessment of opportunities for the tokenization of balancing energy and transfer of tokens to the fiat currency. Planning of the roadmap for the first car to autonomously bid and provide balancing power. 
xvi. Update 2021: 
1. Balancing power activation and automated bidding has been discarded. The activation itself is not necessarily linked to DID and rather a communication challenge. Instead focus has been set on tracking the origin of electricity for green charging and a supplier switching process as well as settlement options. With a mobility as Service Partner we analyze how a vehicle identity concept and a decentralized contractual framework (based on DID and verifiable credential) can enable an end-to-end transaction process.
2. But for all flexibility use-cases (balancing power, green charging, and supplier switching, smart charging) an allocation of the charging process to the portfolio of the BSP/BRP is required. This means that, even though the product changed, the results can be used for balancing power in a later step as well!
Our activities shifted towards the following milestones:
3. December 21: Renewable energy production to proof token-based green charging
4. December 21: First demonstrator of a supplier switching process. The DID is used to provide a proof of the contract between EV driver and supplier. This happens in in form of a verifiable credential. The DID of the charging station contains the metering ID. Both information are today not available to the TSO. 
5. December 21: Demonstrate how protocol based mirco-transaction can be used for ex-post financial settlement.
xvii. [bookmark: _GoBack]Update 2022: Points 3 (token-based green charging) and 4 (supplier switching process) have been achieved. The results have been presented and are now evaluated by the business departments.
6. WP 5.2: Demonstrator within Elia’s moonshot program 
xviii. Aug. 2021 – Jun. 2022: Development and implementation of the roadmap to automate the full balancing power value chain from DID creation until settlement. Assessment of the possible ways to link the cryptocurrency layer to the Elia Group's accounting system. 
xix. Update 2021: As described above a pivot happened away from balancing power towards the very practical supplier switching use case as part of the moonshot. We will use the elements developed in the WP 1-5.1 and integrate them into full demonstrator. Decentralized technology will be used to reach the following milestones:
xx. Update 2022b: Since the relevance of SSI and DID become increasingly important, it has been decided to implement the “Moonshot” in the “OMEGA-X” project description. The consortia active in OMEGA-X provides the ideal platform to test SSI and DID in the context of the GAIA-X identity framework (see e.g. “Whitepaper - Gaia-X Secure and Trustworthy Ecosystems With Self Sovereign Identity,” 2022). However, we will continue with an internal SSI strategy for Elia, which is covered in the project proposal.
1. March 22 – October 23 Technical Building Blocks: To test the concept of SSI, we develop technical building blocks that allow the exchange of verifiable credentials. These building blocks can then be implemented in our use cases to demonstrate credential exchange, e.g. between OEMs and Elia. With this we demonstrate a decentralized asset registry and a decentralized consent management process. The first batch of building blocks is ready in 22. The more feedback we get and depending on the development of SSI standards, we will further increase the functionalities of the building blocks. This includes, for example:
a. Bring VC-API to production ready state
b. Implement callback specifications
c. Support other credential exchange protocols, i.e. OpenID
d. Revocation mechanisms
e. Support JWT verifiable credentials
f. Integrate end-user wallets
g. Integrate other DID methods, such as did:peer, did:ion (Microsoft), did:web, etc.
2. October 22 – March 23 Internal SSI paper: Develop an internal SSI paper in collaboration with academia and consultants in the field of energy economics.
a. The paper will summarize the status quo of SSI in general as well as for the energy sector. It will provide an outside-in view on the technology from independent stakeholders. The paper builds the foundation for the next steps.
b. The main use cases will be described, for now these are the use of verifiable credentials for asset and consent management.
c. In this exercise we create on overview of political and regulatory working groups on a regional and European level. Once identified we can target these institutions with our SSI needs.
3. October 22 – March 23 Ecosystem: It becomes clear that SSI is a collaborative technology. We as Elia alone will not be able to define and implement the required standards. This is only possible with an ecosystem within the energy sector. We will start with an initiative to create this ecosystem, find peers and jointly develop a strategy to develop SSI technology.
a. An option for hosting the consortium is to establish a special interest group within DIF. A comparable special interest group is the DIF Banking and Finance Special Interest Group (DIF Banking and Finance Special Interest Group, n.d.). Other consortia are considered as well, e.g. IDUnion, etc.
4. Jan 23 – December 23 Proof of Concept: Based on the internal paper, the ecosystem and the building blocks we plan a proof of concept to integrate SSI in an existing projects within Elia or even together with identified partners. Following potential options are currently evaluated but can change during the next couple of months:
a. Joint collaboration with confidential
b. Collaboration with the City of Ghent and other Belgian energy stakeholders to build an “energy wallet”.
5. June 23 Long-term strategy: By beginning or mid of next year we will provide a long-term SSI strategy.

Deliverables 2022 & 2023:
· Technical building blocks for SSI
· Application of building blocks in a proof of concept
· Internal SSI paper
· Initiation of an SSI ecosystem in energy
· Proof-of-concept


Partners
· Two German car manufacturers 
· Confidential
· 50Hertz (for the test bed and the support), other TSO’s as APG, Tennet to share experience
· Development of the blockchain application and Open Charge: EWF
· Development of the hardware: TBD (confidential)
· E-mobility specialists: Share & Charge, confidential
· E-mobility market players: Charging Pole Operators, Mobility Service Providers
· Energy suppliers: TBD depending on the opportunity and the testbed. 
· Elia Customer Relations Department.


Summary of project efforts in person months (by work package and by year) 
Confidential
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